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2. AT ADHIE(E
2.1 AVTF Y ARERIOTHERBIA
o XTFUARNEHFEERICEAI
o FESIHZIAMMEL. BRBECHE
o OJAVERETICRIERORERR
o AVFFIRFEIC AIWAF Web BHEI>Y—)L& AIMANAGER WEB (C£DITHNB,
Web EIEI>Y—) : AIWAF ORUS —5RTE. 07 E2HUSTREEHIFIBHEEEC TS
SRERVEEYS U

(42#5 URL: https://[AIWAF IP]:222)

Sign In

Please enter your admin account.

B |

PASSWORD

BAE ~
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AIMANAGER WEB : AIWAF OIS Z7US) DBDR—STHI,

(42#5 URL: https://[AIWAF IP]:333)

AIMANAGER WEB - LOGIN

Identity Welcome to AIMANAGER WEB.

Please login for using
Password AIMANAGER WEB.

SUBMIT

TOCRER, tyia Bk, /\wFEBQRERITD,

3. ATFFOAFIR
3.1 SATAIREEDHER
1. AIWAF Web BE1>Y—-)L~0J1>,
2. Ay h— RTIHEIARZMESE (CPU ERXR, XENFEHRE. T/ AVEHAE)

SYSTEM INFO

CPU 2 % Mem 39 % Disk 4 % Process status

Select: 2% Total: 7,950M Used: 18G
Count: 4/ 48 Free: 4,843M Avail: 454G -
+ Detail View + Detail View + Detail View 156 days

3. DJoMER(RA0YJ . BEEO0Y)

o IRFNOJHEEY : OJFT> IRAN0JIRER
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HARS Osg OB ©158 O 2025-03-21[F 10w : 02v ~ 2025-03-28[F 10+v|: 32+ JRE—VEME—-FOJRERE O ELOJrrRs O -

For0-RB Fr—h€@  ERYEFrT—R @ C BREMOER

T B XA - {8 | IR (Origin P): - {B(- 18)) | BUReRER: 4

OewEn

IS5AT > P Origin 1P H—J(1P URZ
03-07 11:43:42 e 163.43.24-- @ 163.43.23--- 163.43.158.-~ Default QLA >33y SQL Injection http://test.jonmot.store/ ~ [ ]
03-07 11:43:12 e 163.43.24-- e 163.43.23--- 163.43.158.-- Default QL2 o3ar SQL Injection http://test.jonmot.store/ ~ v
03-07 11:41:02 » 163.43.24-- ® 163.43.23--- 163.43.158.-- Default QLA >33 SQL Injection http://test.jonmot.store/ ™ v

AnnT aaanen “rnanna 4rnanan acn anarn LN L P T R Y, N -

o ELBROJMESR : OJRA> BEBROJWMR

TE=HUT O L~k RUS—32E

BHOIBRE EEOJBR o1 JH—/ WK TFLILaiOIRR

C' 215 Yl

FERR : 2025-03-28 10:07 ~ 2025-03-28 10:37 X
il Osg OuEM Oi158 © 2025-03-28[F 2 ~ 2025-03-28 4] g -
i
O B#Es e
o]

DS5A4F > bIP BEEOIYAT J
03-28 10:19:23  61.105.175.218 administrator1 [mEr R 974 | id ID: administratort Q
03-28 10:16:42  61.105.175.218  administratorl o7k s [D: administratorl Q
03-28 10:16:34  61.105.175.218 administrator1 [mEr R 974 | ia  ID: administratorl Q

3.2 N\yIFYIT DERG
1. RIBEREONYIP7YT
« AIWAF Web EI2I>Y—-)LT[TOI5A-BIERE] 0/ w7y T
RIFSE > MR ENSE)

SRS EL W7y T RG> %)) TN 7y TENE
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© Open APIL & A CPASEP

I7AIER IPALOBR | JrLBERENTVERA | D E

|| 53] £ iEH FoxO—R
(J  2025-03-01 02:00:01  auto_backup_20250301020001 D &
(J  2025-02-01 02:00:01  auto_backup_20250201020001 D F 3
(J 2025-01-01 02:00:01  auto_backup_20250101020001 D &

XNy TR DL I\wIPyTIZNTEINEN. 47> 0— Ra]EE,

XTERN\WI 7Y TEETE mo
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X TEHNY) 7y TR TERIRE

XS —Z1EIBRH (AT J7—ADIT -Build N\=23>hHE—TH2nENHZ.

3.3 77—AVI7 - NvFDBEA (HEK)
1. AIMANAGER UI (C###EU Patch Management XZ1—#i4R
2. Patch Management XZ1—hm5[/)\wF |a]aeRN\ -3z BRUERZIH T 95,
3. JWFN-23 %MERID
Patch

Current Version Info

Product: APPLICATION INSIGHT WAF
Version: \V5.0.2_2h

Release_date: 2024-09-05

AlOS: V5.0.0_L402

Build: 4753

Lib_build: 391

Synap_version: v4.28.0.1

® Upload Patch file : | I7 (LR | 7 7 4 W HERAhT LT E 4

(ST TW-FS N PLEASE CHECK THE LATEST PATCH.

APPLY

4. FLW\WF I/ IILm&EIRL. 7vJO0—-R93
5. [APPLY Jz2Uv)UERY %

6. BicEzIT>

3.4 07 -tF1UF/REDRBEIL
1. REROJOHIER: find /var/log/ -type f -mtime +30 -exec rm -f {} ¥;
2. 0J0-7—33 0% EMES?: /etc/logrotate.conf
3. WAF L-)LOEF - &b
o EINOBELERZTION)S 285,

SEZR B, BATANENR

°
=110
J
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4.1 SATLAOEFHESR
o Web ¥—EXP7IUT -3 OIEERREZHEER
o OJ4>-PUERBIROEETZ S

o OJEBEFIVIUL. IS—HRVLETES

4.2 BREANDOHS
o XTFVATET DIREEZENE

o« ZRERNEH. HEm. WLITEEZCHR

o IREIOAZTFDAGTEZERT

Copyright © ITM Inc. All Rights Reserved. Page 7/9



5. PNV 1-F1
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7/

9

5.1 Y—ERELL -7 IEART
IRE

WAF I>>>

DIEES

MEIRICELZTOYY

PEYAUDEYIOZS=

TyhD—-JEE

7TV -3 - \RIDRIRE

T5E

O AT YRR

AIMANAGER R—2(C#5E#:EU. Process Management 4R ziE:29 3.

FEREST https://WAF @ IP 7RLX:333

< C

MANAGEMENT
Main Information
Session Information
Main Setting

Login Setting

Terminal Setting

Integrity Setting

DB Backup

Process Management
Trouble Shooting
Patch Management
Remote Support
Maintenance

System Default

APPLICATION INSIGHT
MANAGER V2.1.0 B238

@ OJHEsR

32T hOJ MR L. AT LIRSS

Q tFaUTRELL

hittps//163.43.230.7:333

Process

httpgw

Status

Running .

Running .

Running .

Stopped

Running .

FEREST https://WAF @ IP 7RLX:333

,— =

172

Debug
Oon @ off
Timeout (Second)
proxy On off
insp On off
Iwip On Off
cache On Off
Filter
Client IP Server IP Port
Oon @© Off
Timeout (Second)
Oon @ off
Timeout (Second)
Oon @ off
Timeout (Second)
Oon ®off

Timeout (Second)

APPLY

+
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Restart

RESTART

RESTART

RESTART

RESTART

RESTART
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< C

MANAGEMENT
Main Information
Session Information
Main Setting

Login Setting

Terminal Setting

Integrity Setting

DB Backup

Process Management
Trouble Shooting
Patch Management
Remote Support
Maintenance

System Default

APPLICATION INSIGHT
MANAGER V2.1.0 B238

® Y-EXEiEH

AVTFIAFIRE

© UFUFRERL | hitps//163432307333

System Log
var/log/syslog
FILE SIZE : 3.80 MB
[syslog download]

Tail : 10000 ( Max 50,000 lines )

Mar 24 22:07:01 aios CRON[1409894]: (root) CMD (/monitorapp/aiwaf/bin/collect_data >/dev/null 2>/dev/null)

Mar 24 22:07:01 aios CRON[1409895]: (root) CMD (/monitorapp/aiwaf/bin/policy_sync_cleaner >/dev/null 2> /dev/null)
Mar 24 22:07:01 aios CRON[1409892]: (root) CMD (/menitorapp/aiwaf/bin/health_check_monitorsh >/dev/null 2>/dev/null)
Mar 24 22:07:01 aios CRON[1409902]: (root) CMD (/monitorapp/aiwaf/bin/auto_scale_start 1 >/dev/null 2> /dev/null)

Mar 24 22:07:47 aios info_optimizer_agent[1810]: [check_mem_size:01156] Cur available memory: 3963 MB

Mar 24 22:08:01 aios CRON[1410168]: (root) CMD (/usr/sbin/logrotate /etc/logrotate.conf >/dev/null 2> /dev/null)

Mar 24 22:08:01 aios CRON[1410170]: (root) CMD (/monitorapp/aiwaf/bin/session_id_tk_cleaner >/dev/null 2>/dev/null)
Mar 24 22:08:01 aios CRON[1410172]: (root) CMD (/monitorapp/aiwaf/bin/policy_sync_cleaner >/dev/null 2> /dev/null)
Mar 24 22:08:01 aios CRON[1410173]: (root) CMD (/monitorapp/aiwaf/bin/cache_cleaner >/dev/null 2> /dev/null)

Mar 24 22:08:01 aios CRON[1410174]: (root) CMD (/monitorapp/aiwaf/bin/health_check_monitorsh >/dev/null 2> /dev/null)
Mar 24 22:08:01 aios CRON[1410176]: (root) CMD (/monitorapp/aiwaf/bin/collect_data >/dev/null 2>/dev/null)

Mar 24 22:08:01 aios CRON[1410171]: (root) CMD (/monitorapp/aiwaf/bin/excessive_traffic >/dev/null 2>/dev/null)

Mar 24 22:08:01 aios CRON[1410183]: (root) CMD (/monitorapp/aiwaf/bin/auto_scale_start 1 >/dev/null 2> /dev/null)

Mar 24 22:08:47 aios info_optimizer_agent[1810]: [check_mem_size:01156] Cur available memory: 3964 MB

Mar 24 22:09:01 aios CRON[1410448]: (root) CMD (/usr/sbin/logrotate /etc/logrotate.conf >/dev/null 2> /dev/null)

Mar 24 22:09:01 aios CRON[1410450]: (root) CMD (/monitorapp/aiwaf/bin/session_id_tk_cleaner >/dev/null 2>/dev/null)
Mar 24 22:09:01 aios CRON[1410451]: (root) CMD (/monitorapp/aiwaf/bin/excessive_traffic >/dev/null 2>/dev/null)

Mar 24 22:09:01 aios CRON[1410453]: (root) CMD (/monitorapp/aiwaf/bin/cache_cleaner >/dev/null 2> /dev/null)

Mar 24 22:09:01 aios CRON[1410456]: (root) CMD (/monitorapp/aiwaf/bin/policy_sync_cleaner >/dev/null 2> /dev/null)
Mar 24 22:09:01 aios CRON[1410458]: (root) CMD (/monitorapp/aiwaf/bin/auto_scale_start 1 >/dev/null 2> /dev/null)

o WAF OBiEEEZ1T5

F&#oT https://WAF @ IP 7RL-X:333

MANAGEMENT
Main Information
Session Information
Main Setting
Login Setting
Terminal Setting

Integrity Setting

DB Backup

Process Management

Trouble Shooting

Patch Management

Process Status Debug

Oon ® off

Timeout (Second)

proxy On Off
. insp On Off
httpgw Running . i
Iwip On Off
cache On Off
Filter
Client IP Server [P Port +

Oon @ off

ha anant RDiimninA

X httpgw ZJRX5 -9 %,

@ VY—-2E1]
o CPU. XEY. TARVERSZHERL. BEENMRETT I5E)Y - B MURT -V 7y T %RE

6_50
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Web BEEI>Y-IL>EZHSI> HySaR—R

SYSTEM INFO

CPU 2 % Mem 39 % Disk 4 % Process status

, . Fan status

Select: 2% Total: 7,950M Used: 18G -

Count: 4/ 4{d Free: 4,843M Avail: 454G (PO SIS

+ Detail View + Detail View + Detail View Uptime 156 days
5.2 FRIRAN

[RE
o IEERUIIZAMITHL, WEEERIRENT

o IL-ILERTEISERDA SO

XWF5iE
o Web BIEIDY—ILNS. RTA N NEEZRERS

o IEERUIIXNFRIL-IVZEN-HIFRZIT,

[RJ>—E&TE] — [Exception Rules] h'5i%7E

5.3 #®RHMiFkh
[REE
o IWE)UI-PERFTIIBUN

o WMERI-ILNNERINTAN
X5 E

O AT
o REIOJODHT | BRI ZFHEBURINR L 2 HEER I D,
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BAnJeE EBEOTRE DY —) RRERE T7ANSHFOTRE

C 2tk #lie

FARS : 2025-03-31 18:48 ~ 2025-03-31 19:18 X

- 5AR8 Oz8 O1@8 0158 © 202503310 [18v]

~ 2025-03-31 77 : I —EAE-FOJEERS [ -mLOsEEEs O v

m Fozo-FB  Fr-h@ By bFr—h & C' BREFFOER

HER A - 8 | BEE(Origin 1P): - {8(- ) | K48 -4
DEven(se v s

DS5T = kP Origin [P H—yup

URLZ FUE3L AL A

o AIWAF-VE O/\5—>7yT 57—k

RIS —3&TE> NI-> 7T 7 — NRTE

[ 2 2 RUZ—@FZ b

r NG—UFyTF—hEE

8 LUTDSA MLES UL THEDH | —>pyTF-—tu—s
Ta1-~EBULET
Y—)FRLR O
°oBBE-L ® A api.monitorapp.com -t 243 5
o 2—HZEE
- BETYIT—k @mE OmALRL
° S AT LBEFRICEER) (1 NREE
-
o JiE—RE—F _
AVTAUNE—PYTIT b @
o JIAFNTFER
0 BEHEIT TSI UL - B/ - T3> 05— T 7L HSEER T,
FIvl

B/ -1 (-3

°© DT FY—)(TO—FEE

o BHOFI— FREOEE

o ITII TV = EEEE
0 BIZT 7 LA/ ZEH

o Threat Intelligence(AlLabs) NE=2 7 ANy IO—R 27 ANBRENTOE A

o ysT =5~

© /Tty S TS5 —VKLAN

ATZASIE—2PITF—b

ASSAING =27y T T — NCIN=S R 2TV, N2y TF — MedT3,

o JL—ILOENN

NS —E%TE> Admin RUS —(CBEILEIIR)S —ZEIRVER IS

E=HUST by Lfi— k
FIALREE | Admind! Rt RIS —
£ AdminsRU 3 — 8 admniUS— (¥ 22y by hoa—2s)
B EEusET T TH—/t
RUS—@ER/ vt @
EhlsEE

B IPRUZ—

|
PRI+ BUA - O #eEgi:ocz )0 off
PISw OV - O PRI FUA o &
B DosSHKU S — O pFSuwHUR - o
v g R O w3 g o
Slow DoSIIEZiE4] [ Slow DoSHEEA] off
[ Slow ReadEIZ=#E4] o
Slow Readligém e AR T — =
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5.4 BR#HE-)Tr-IVAETF
IRE
o AE|BROJOEHE

o RYRI-UHEEOEER
XF5E

O WY-ZIRRHER
e  MANAGEMENT R—IHhSTOTADIR R ZFEDR

MANAGEMENT

Main Information Process Management

Session Information

Main Setting
) . ps Result
Login Setting
Terminal Setting l
USER PID %CPU %MEM VSZ  RSS TTY STAT START  TIME COMMAND
Integrity Setting root 1 0.0 0.1 111868 12672 ? Ss  Mar2l 0:08 :591" 1"1f
root 2 0.0 0.0 0 02 S Mar21  0:00 [ d
DB Backup root 3 0.0 0.0 [ 1< Mar2l  0:00 [;
root 4 0.0 0.0 0 0? I<  Mar2l  0:00 [
Process Management root 6 0.0 0.0 0 02 I<  Mar2l
root 8 0.0 0.0 0 0? I<  Mar2l
Trouble Shooting oot Y U U B el
root 0.0 0 02 I Mar21
Patch Management root 0.0 0 0?2 S Mar2l
root 0.0 0 02 S Mar21
Remote Support root 0.0 0 0? S Mar21
root 0.0 ] 0? S Mar21
Maintenance root 0.0 0 02 S Mar21
root 0.0 0 0?2 S Mar2l
root 0.0 0 02 S Mar21
Sy B root 0.0 0 0? I<  Mar2l
root 0.0 ] 0? S Mar21
root 0.0 0 02 I<  Mar2l
Toot 0.0 0 0 ? S Mar21

4

APPLICATION INSIGHT REFRESH

@ I>>>-VYryhyia|EikiER
e  MANAGEMENT R—=Zh5trys 3> |aikaiEsnd 2,

Copyright © ITM Inc. All Rights Reserved. Page 12/9



AVTFIAFIRE

MANAGEMENT

Main Information Al Sock Session Information

Session Information Jmonitorapp/aiwaf/bin/sock_status

Main Setting
PROXY_MODE: REVERSE PROXY
Login Setting PXY| SOCKET MEMCACHE PCB_STATUS TCP_STATUS
D SOCK | SNIFCON|DNS_QRY| PCB| PBUF ALL| LISTEN|ACCWAIT|DLY ACK| CLOSED|SYNSENT|SYNRCVD EST FINL FIN2|CL_WAIT|CLOY
Terminal Setting 0 2 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0
1 2 0 0 0 0 0 ] 0 1 0 0 ] 0 0 0 0
Integrity Setting 2 2 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
3 2 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
DB Backup 4 2 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0
5 2 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0

Process Management

N

Trouble Shooting
Patch Management

Remote Support

Engine Session Information
Maintenance

/mornitorapp/aiwaf/bin/hstat

System Default

PXY PROXY SERVER TRANSACTION INSPECTION CLIENT q
D ACCEPT FAIL CURRENT| ACCUMULATE COUNT IP TABLE| LOG TABLE| DETECT LOG TCP SSL| ASYNC |
000 1 0 0 0 0 0 0 0 0 0
001 3 0 0 0 0 0 0 0 0
002 0 0 0 0 0 0 0 0 0 0
APPLICATION INSIGHT 003 2 0 0 0 0 0 0 0 0 0
MANAGER V2.1.0 B238 004 4 0 0 0 0 0 0 0 0 0

® OJZHIBRLTARIDZEEZIEYT . [T1RAVBENEBEINTVIES
o SSH TEHRULBEDT—JIVeHIk

psql -U numberlaiwaf aiwaf_db / 1234qwer!
T-JINEEMR : ¥d+

FT—JIWAB#%ZEF3 : truncate tablename_25xx

5.5 Web EE2I>Y-IO7HD> MIHHE
nE
Web EIEI>Y—LOTHI> MEREDKUIIBEE. AIMANAGER WEB DMS#IER7 N> MRS
73k

pop Y3
AIMANAGER Web > Login Setting > Reset Administrator Account =7y T#IHAE
AIMANAGER Web D#E#5 : https://[AIWAF H—/{ IP]:333
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MANAGEMENT

Main Information

Session Information
Main Setting Reset Administrator Account

Login Setting
RESET Reset administrator account

Integrity Setting

5.6 AIWAF WEB EB1>Y-)lA0J 1 >AE—DB N&#HR CER L
AE
AIWAF WEB BI21>Y—-IIADJABEIGUI 0J1>AH] - DB (&R TEERA. IOXvE-IHE
RENOJA>TERVZE
Sign In

Please enter your admin account.

B 22

= g

m*

administrator1

o=of ¥

XT5E
AIWAF 59—\ DISK BENEEINTVSIHE(CHEET D,
BFEOHROA. DB (HEHLEVWT— Iz IBRL ] BiaigZ BRI E THS.

SSH T AIWAF AiELU W\ —JIVZHIBR T 3.
Psql -U numberlaiwaf aiwaf_db / 1234qwer!

F-IINB=HER
¥d+

%20 DB table DRBEZHIBRT 2.
Truncate tablename_25xx

public | detect_highlight_log | table | postgres | 8192 bytes |
public | detect_highlight_log_2468 | table | numberilaiwaf | 8192 bytes |

public | detect highlight log 2409 | table | numberiaiwaf | 16 kB [
aiwaf db=# truncate detect highlight log_ 2409;}}]
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6. &b

AFINEE TRV FEEARBAS T A%ZITITET AIWAF-VE DR EERZHRTEFT . MBFLER(LE
B0V =R BRI R POMNCEIENROENET

Bt
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